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Attack Surface Reduction

x = getenv(“SET _ME”);
if (x)

cold code();
hot code();



Attack Surface Reduction

x = getenv(“SET_ME™);

if (X) / Buggy features
cold code();

hot code(); \ ROP gadgets



Attack Surface Reduction

x = getenv(“SET_ME™);

Remove unwanted features

hot code();



Attack Surface Reduction

setme _str: .asciz: “SET_ME”
push setme_ str

call getenv

Want to work on

___———  COTS binaries

main:

call hot code
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Dynamic approach by BinRec
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Dynamic approach by BinRec
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Dynamic approach by BinRec
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BinRec goal: complex binary transformation
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BinRec design
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BinRec design
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BinRec design
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BinRec design
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BinRec design
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What about unlifted code paths?

if (getenv(“SET_ME")) {
puts(“thanks!”); // not recovered!

}
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What about unlifted code paths?

1. do nothing (breaks conservative behavior)

getenv(“SET_ME”);
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What about unlifted code paths?

2. yield error

i.f (getenv(“SET_ME")) {
abort();
}
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3. fallback to old code

if (getenv(“SET_ME")) {
goto old_code_address;
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BinRec design
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BinRec design
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// machine code
0x1000:

add ebx, 1

jmp ©x1234

\

IR interacts with VM runtime

// Lifted code
emit_event(BASIC_BLOCK_START)
cpu_state.pc = 90x1000

ebx = &cpu_state.registers[R_EBX]
*ebx = *ebx + 1
cpu_state.icount++

cpu_state.pc = 0x1234
emit_event(BASIC_BLOCK_END)
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BinRec design
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// machine code
0x1000:

add ebx, 1

jmp ©x1234

// Lifted code
emit_event(BASIC_BLOCK_START)
cpu_state.pc = 90x1000

ebx = &cpu_state.registers[R_EBX]

*ebx = *ebx + 1

cpu_state.icount++
cpu_state.pc = 0x1234
emit_event(BASIC_BLOCK_END)
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add ebx, 1
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cpu_state.pc
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BinRec design
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// machine code
0x1000:

add ebx, 1

jmp ©x1234

// Lifted code

cpu_state.pc = 90x1000

ebx = &cpu_state.registers[R_EBX]

*ebx = *ebx + 1

cpu_state.pc = 0x1234
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// stripped code
global ebx
lifted 1000:

ebx = ebx + 1
goto lifted_1234
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Needed to prevent over-optimization during
transformations (details in paper)
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Implementation
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Case study
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// ab.c

int main(int argc,

Pre-process

Strip emulation

Liftin VM

Symbolic
execution

char **argv)

char a = argv[1][0];
argv([1][1];

char b =
if (a ==

if (b ==

lal)

{

'b')

{

{

Transform

puts ("You entered \"ab\"");

}

return 0O;

Post-process
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char a = argv[1][0];
char b = argv[1][1];
if (a =="a')

/

if (b =="b"

i

puts(" You entered \"ab\"");

return O
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if (a=="a")

char a = argv[1][0];
char b = argv[1][1];

' '
a ::V

if (b=="b")

puts(" You entered \"ab\"");

e

return O
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label_O %35 label_O %33 label_O
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%22

Raw code is heavily instrumented

event triggers

instruction counter
program counter, registers, flags, etc. stored in CPU state in memory
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entry
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label_O
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Feloc_18pt
%loc_20ptr = alloca i32

%1 = getelementptr i64* %0, i32 0

Geenv_v = load i64* %1

add i64 %env_v, 864

inttoptr i64 %2 to i64*

store 64 140511314359696, i64* %3

call void @helper_s2e_tcg_execution_handler(i64 140510798588512, i64 134513702)
%4 = getelementptr i64* %0, i32 0

Geenv_v1 = load i64* %4

%5 = add i64 %env_vl, 48

%6 = inttoptr i64 %5 to i32*

store i32 134513702, i32* %6

%7 = add i64 %env_v1, 317320

%8 = inttoptr i64 %7 to i64*

%tmp5_v = load i64* %8

%tmp5_v2 = add i64 %tmpS_v, 1

%9 = add i64 %env_v1, 317320

inttoptr i64 %9 to i64*

store i64 %etmpS_v2, i64* %10

%11 = add i64 %env_vl, 0

= inttoptr i64 %11 to i32*

_v = load i32* G%eax_ptr

%12 = add i64 %env_vl, 36

Gece_stc_ptr = inttoptr i64 %12 to i32*

store i32 1, i32* %cc_src_pir

Getmp-10_v = sub i32 %eax_v, |

%13 = add i64 %env_v1, 40

Gece_dst_ptr = inttoptr i64 %13 to i32*

store i32 %tmp-10_v, i32* %cc_dst_ptr

%14 = add i64 %env_vl, 48

%15 = inttoptr i64 % 14 1o i32*

store i32 134513705, i32* %15

el add i64 %env_vl, 317320

%1 inttoptr i64 %16 to i64*

Getmp5_v3 = load i64* %17

Gotmp3_v4 = add i64 %tmpS5_v3, |

%18 = add i64 %env_vl, 317320

%19 = inttoptr i64 %18 to i64*

store i64 etmp5_v4, i64* %19

%20 = add i64 %env_vl, 32

Gece_op_ptr = inttopir i64 %20 to i32*
store i32 16, i32* %c

store i32 16, i32* %c
%tmp8_v = add i32 %tmp-10_v, 1

%21 = iemp sle i32 %tmp8_v, |

br il %21, label %label_0, label %22, !nextpe 130, !succs !31

/ N

%23 = getelementptr i64* %0, i32 0

add i64 %env_v5, 48
nttoptr i64 %
store i32 134513707,

ret i64 140511314359696

call void @helper_s2e_tcg_execution_handler(i64 140510795831888, i64 134513705) call void @helper._t
store i8 0, i8* inttoptr (164 140511758082432 to i8*) store i8 1, i8* inttoptr (164 140511758082432 to i8*)

%26 = getelementptr i64* %0, 1320

Genv_v6 = load i64* %26

%27 = add i64 %env_v6, 48

%28 = inttoptr 64 %27 10 i32*

store 32 134513727, i32* %28

e_tcg_execution_handler(i64 140510798974624, i64 134513705)

ret i64 140511314359697
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v:nelemcmpu i64% %0, 1320
Genv_v = load i64* %1

%3 = inttoptr i64 %2 10 i64:

store i64 140511314359696, i64* %3

call void @helper_s2e_tcg_execution_handler(i64 140510798588512, i64 134513702)
G4 = v:nclcmcmpu i64% %0, 1320

= load i64* %4

%5 mld i64 Genv_vl, 48

%6 = intioptr i64 %5 o i32*

store i32 134513702, i32* %6

%7

164 Yeenv_vl, 317320 S
%8 = inttopr i64 %7 10 i64* store i32 134513702, i32* @PC
%tmp5_v = load i64* %8 :
GetmpS_v2 = add i64 %tmpS_v, | %112 = load i32* @R_EAX
%9 = add 64 %env_v, 317320 store 132 1, i32* @cc_src
%10 = inttopir i64 %9 10 i64* : =2
 Gonss.va, 164% %10 Gotmp-10_v.i33 = sub i32 %112, 1
dd 64 %env_v1, 0 store 32 %tmp-10_v.i33, i32* @cc_dst
inttopir i64 %11 to i32* ; i 134513703 3_}; @PC =
load i32* %cax_pir store 132 ,i32
%12 = add i64 %env_v1, 36 el 32
Gece_sre_pir = inttopir 164 %12 10 i32* store i32 16, i32* @cc_op
store i32 1, i32* Yece_src_ptr store i32 16, i32* @cc_op
o ekl %113 = icmp sle i32 %112, 1
Cpir = intfopir i64 %13 to i32* bril %113, label %label_0.i34, label %114, 'nextpc !36, !succs !37
wone 33  Senp-10.3, 32" e dt_pi
%14 id 164 ‘ienv vl, J

GtmpS_v3 = load i64* %17 store i32 134513707, i32* @PC store i32 134513727, i32* @PC

add i64 %tmps_v3, | br label %Func_8048426.exit br label %Func_8048426.exit
dd i64 %eny_v1, 317320
nttoptr i64 % I8 10 i64*

store i64 %impS_vd, i64* %19

%20 = add i64 %env_vl, 32
Secc_op_pir = inttoptr i64 %20 to i32*
store i32 16, i32* Yecc_op_pir

store i32 16, i32* Yce_op_pir
Getmp8_y = add i32 %tmp-10_v, 1

%21 = icmp sle 32 %tmpS_v, | ru n e

br il %21, label %label_0, label %22, nextpe 130, Isuccs 131

/

%23= gmlemempu 64+ %0, 1320 %26 = getclementpir i64* %0, i
Geeny 64 %23 = load i64* %26
v: add i64 %env_v6, 48

28 = inttoptr i64 %27 to i32%
store i32 134513727, i32* %28
call void @helper_s2e_icg_execution_handler(i64 140510795831888, i64 134513705) | | call void @helper_s2e_icg_exceution_handler(i64 1405 10798974624, i64 134513705)
store i8 0, i8* inttoptr (i64 140511758082432 to i8*) store i8 1, i8* inttoptr (i64 140511758082432 to i8*)
ret i64 140511314359696 ret i64 140511314359697

Raw
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eloc_Lepte = alloca 32
Geloc_17ptr = alloca i32
Gloc_18pir = alloca i32
loc_20pir = alloca 32
%1 = getelementpir i64 %0, i32 0

store i64 140511314359696, i64+ %3

%4 = getelementptr i64+ %0, 320
Geenv_v1 = load i64* %d
add i64 eenv_v1, 48
ntoptr i64 %5 o i32*

32" %6
add i64 Senv_vl, 317320
toptr i64 %7 10 i64*

GetmpS_y
%nmps 2 = add i64 %etmpS_v. |
add i64 %env_vl, 317320
ttoptr 164 %9 10 164*

store i64 %tmpS_v2, i64* %10
%11 = add i64 %env_v1, 0

Geeax_ptr = inttoptr i64 %11 to i32*
Geeax_v = load 32 %eeax_pir

%12 = add i64 %env_v1, 36
Gece_ste_ptr = mllnplr i64 %12 10 i32*
store i32 1, i32*

Getmp-10_v = s |h
%13 1dd 164 Seenv_v1, 40

inttopir 164 %13 10 i32*
wone 33 %unn 10_v, i32* %cc_dst_ptr
%14 = add i64 %env_vl, 4§

inttoptr i64 % 14 to i32*
134513705, i32* %15

add i64 Geenv_v1, 317320

%17 = inttoptr i64 %16 10 i64*
GetmpS_v3 = load i64* %17
GtmpS_vé = add i64 %tmpS_v3, |
%18 = add 64 %env_v1, 317320

%19 = inttoptr i64 % I8 10 i64*

store i64 %tmpS5_v4, M‘%l‘)

Gece_op_pir = inttoptr 600320

store (32 16, i32* ce_op_pir
GetmpS_v = add i32 %tmp-10_v, 1
%21 p sle i32 Ftmps_

21 = iemy

call void @helper_s2e_icg_execution_handler(i64 140510798588512, 64 134513702)

P v,
br il %21, label %label_0, label %22, nextpe 130, Isuccs 131

/

N

%23 = getclemenipir i64* %0, 1320
Geenv_v5 = load i64* %23

G2 add i64 %env_v5, 48

%25 = inttopir i64 %24 0 i32¢

store i32 134513707, i32* %25

call void @helper_s2e_tcg_exceution_handler(i64 1405107958318, i64 134513705)
store i8 0, i8* inttoptr (i64 140511758082432 to i8*)

ret 64 140511314359696

%26 = getelementpir i64* %0, i32 0
Geenv_v6 = load i64* %26

%27 = add i64 %env_v6, 48

%28 = inttoptr i64 %27 10 i32%

store 32 134513727, i32* %28

call void @helper_s2e._tcg_exceution_handler(i64 140510798974624, i64 134513705)
store i8 1, i8* inttoptr (i64 140511758082432 1o i8 %)

ret i64 140511314359697

Raw
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Compile
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Recovered
binary

store 32 134513702, i32* @PC

%112 = load i32* @R_EAX

store 132 1, i32* @cc_src

etmp-10_v.i33 = sub i32 %112, 1

store i32 %tmp-10_v.i33, i32* @cc_dst

store 32 134513705, i32* @PC

store i32 16, i32* @cc_op

store i32 16, i32* @cc_op

%113 = icmp sle i32 %112, 1

bril %113, label %label_0.i34, label %114, 'nextpc !36, !succs !37

store 132 134513707, i32* @PC store i32 134513727, i32* @PC
br label %Func_8048426.exit br label %Func_8048426.exit

Pruned

l

store i32 %tmpO_v.i, i32* @R_EAX

%3 = icmp slt i32 %tmpO_v.i, 2

Yestoremerge = select il %3, i32 134513727, i32 134513707
br il %3, label %BB_80484cd, label %BB_804842b

/\
Optimized
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Transform
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.data
.rodata
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.text.new
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.text
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.rodata
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.plt
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Transform
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entry \ .text
.data
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.got
.text .plt
.text.new
+ Recovered code =

Recovered binary

entry
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Strip emulation

char a
char b

= argv[1[0];
= argv[1][1];
if (a==

)

if (

b')

puts(" You entered \"ab\"");

return 0

Original C

Transform

Post-process
Add errors / fallbacks
Compile
Link data sections

Recovered
binary

32 GR TP

1= owd 32" GRES?
pt w1
sy q.m vitois®
3= biteas 8%

sore 132 50,132

1,5
o 5. cf.m,L Vizitoist
i bicas 8 54 o

e 8 werom
o frp
elmp2 321 = add 133

17 = inftopr 32 Smp2_V2 L1 0 %

et %19, 52

.= 32 134513759
br il 19, label BB s0usast

34513740,
04544c, label BB

132 Gl 10_+
70

2= select 1 %25, 132 131513747, i32 134
o 35 b S0484S . ST

il o et pp—
EBF

e i 58, 0T

20~ phi 132 [ Getmp2 v, BB S48+ 1, [ eimp2 v, %D SO11d |, [ % pre, BB SO18153 |
o 120, 132° GRUEAX.

0T 48 oo 1537 524
MMV = 21132 %20, 5
s 3 tmpd 4311327 01 £

Recovered LLVM

51



Input
binary

Transform

Pre-process
Strip emulation
Lift in VM

Symbolic
execution

%3 = alloca i8**, align 8
a = alloca i8, align |
alloca i8, align |
store 1320, i32* %1
store 132 %arge, i32* %2, align 4
store i8** %argy, i8*** %3, align 8
%o+ load i8*** %3, align 8
getelementpir inbounds i8** %, i64 1
= load i8** %5, align 8
getelementpir inbounds i8* %6, 164 0
load i8* %7, align 1
store i8 %8, i8* %a, align 1
%9 = load i8*** %3, align 8
%10 = getelementpir inbounds i8** %9, i64 1
load i8** %10, align 8

slole i8 %13, i8* %b, align |

4= load i8* %a, align |
sext i8 %14 10 i32
icmp eq i32 %15, 97
hnl %16, label %17, label %24

%18 = load i8* %b, align |
%19 = sext i8 %18 to 132
%20 = iemp eq i32 %19, 98

br il %20, label %21, label %24

l\r hhel %23

call i32 @puts(i8* getelementpir inbounds (17 x i8]* @.str, i32 0, i32 0))

Original LLVM

Post-process
Add errors / fallbacks
Compile
Link data sections

Recovered
binary

= loud 132" GR EBP
$1 it ot ek g
add 32

opr
5= bicad e

vz ise

o i5*

2 1315 - 27
Getmp2 V.74 = add 32 Setmp i,
28 ot 12 St 4o o

= biteast i8* #2810
o 2 1381378 a0
Sore 132 S 32" @R_ESP
- 152 Ghelper <

pre = load i32* GR_EBF
e i 58, 0T

eall(32 puroint (void (° @puts 10 £32)

G20 - p 32 | Gmp2
sore 1320, 132° @

VA= add 132
s 53 ampd 48132 on rsp

DB 801 He |, [ Setmp? .1, BB 8018414 | [ % pee, BB_8048153 |

Recovered LLVM
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Experiments
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Experiments

- Correctness
- Attack Surface Reduction: ROP gadgets

- Performance
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Experiment: correctness

Do our transformations preserve semantics?

- Yield errors for unknown code paths

- Check that recovered binary has same output as input binary
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Experiment: correctness

Do our transformations preserve semantics?

- Yield errors for unknown code paths

- Check that recovered binary has same output as input binary
24 input binaries from SPEC-CPU2006 (x86)

- 15 succeeded, 9 failed (unexpected fallback / crash)
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Experiment: ROP gadget reduction

Is the attack surface actually smaller?

- 72% fewer instructions
- 48% fewer ROP gadgets

(both numbers are geomean)
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Experiment: performance

-03 input binaries: expect similar performance

Runtime overhead

150%

100%
50% |
EEEEEN

-50%
Q> (O 0> O 0O (0> O
LR R P g it g\
SCUSINWEN s.\e&ao"o\(\qub‘ 2°

WO

~44% overhead
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Experiment: performance

- -03 input binaries: expect similar performance

- -00 input binaries: expect speedup

150%

100%
50%
O%J I I [] [ 1 i =

Runtime overhead

l -~
-50%
0 (0> 0> 0> o> 0> 0>, 0 O P PO P O
AR I N SR\ i\ ) gl SO\ S CaglPN g A AN
SR \(\d‘((\ %\e;fo“’\o\(\@bw PO go‘o((\\(\«\«\ s\"fc\»@ow \(\q/bb“ 25"

WO WO

~2% overhead
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Experiment: performance

- -03 input binaries: expect similar performance
- -00 input binaries: expect speedup

- Disable fallback errors: maybe expect speedup
150% B errors-enabled—-errors-disabled

100%

50%

0%

Runtime overhead

0 (0> 0> 0> o> 0> 0>, 0 O P PO P O
PR g N S i R N e S P SR\ i g\
Sl RN\ 060"“\0@6”‘ o2 it go‘o((\\\«\‘(\ oW 030‘\) \(\q/bb‘ ?°

W W

~5% performance gain



Wish list / future work

- Gadget-aware compiler backend
- Improve performance
- Do aggressive profile-guided optimization

- Deobfuscation
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Conclusion

- BinRec successfully transforms binaries at compiler IR level

- ... and halves the ROP attack surface in the process
Also

- Binary lifting is hard

“VUSec UCIRVINE
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