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The memory wall

* Cache: a small bank of fast memory
Exploit locality to improve performance

* Stores recently accessed data for
quick future access




Cache operations

* Flushing memory evicts it
from the cache




Emergent behaviour

ocation Is cached or not




Logical State of Cache

* Accessing memory sets a value to
TRUE (may also set another to

FALSE)
* Measuring access time observes MEMwM
value (and set to TRUE) e

e What else? :



Conditional access

e \\What if ¥in == (7?

Assume *1n == 0




Speculative execution .

*1n == 0

Assume branch

mispredicted diction — win
Jrediction — rollback

e Microarchitectural state
remains

May be executed
evenif *in ==




Conditional Speculative Execution Assume

*1in ==
Branch mispredicted

Load *in Delay Load *in Delay

branch

*in cached *in not cached




Weird NOT gate Assume

*1in ==
Branch mispredicted

Load *in Delay Load *in Delay

Load *out Load *out

branch g

out € NOT(in) *in cached *in not cached




Thinking about this

o branch g

Load *out

Signal

N/

Chains



Combining Chains

Load *inl Load *in2 Delay

L Load *out

branch

out € NAND(in1, in2)



Multiple control chains

Load *in2 Load *inl Delay

*inl | *in2 | *out
FALSE | FALSE | TRUE
FALSE | TRUE FALSE
TRUE FALSE | FALSE Seeres |
TRUE TRUE FALSE

branch

Load *out

out € NOR(in1, in2)



Non-decreasing functions

Delay Load *in1 Load *in2

*inl *in2 *out
FALSE FALSE FALSE
FALSE TRUE FALSE

branch

Load *out

TRUE FALSE | FALSE
TRUE TRUE TRUE

out € AND(in1, in2)




O R gates (Adapted from Wang et al., WOQOT 2023)

Delay

*inl

*in2

*out

FALSE

FALSE

FALSE

FALSE

TRUE

branch
TRUE

TRUE

FALSE

TRUE

TRUE
out € OR(in1, in2)

TRUE

TRUE

Load *inl

Load *out

Load *in2

Load *out




Replicator

Delay Load *in

Load *outl| Load *out2

a = *(outn + t)

branch




Composing more — multiple output NAND

Load *inl Load *in2 Delay

.

branch

Load *outl i Load *out2




Minority Report

if (¥inl + *in2 == 0)
if (¥in2 + *in3 == 0)
if (*inl + *in3 == 0)
a = ¥out
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Circuits

* SHA-1
* One round: 2208 gates, 95% accuracy (67% with prefetcher)
* Full (two blocks, with repetitions) 95% accuracy

. N [ 1 T

* Game of Life I I

e 7807 gates 73% accuracy for
one generation, 25% for 20

f

d 1 4 & Jd &L
| FA 4= BN s | ==
¥ =@ | = | = | -

18



Cache Attacks

Program Execution
History Time




Cache Attacks

Program Execution
History Time




Flush+Reload on Square-and-Multiply

Typical Clock Rates
Chrome 0.1ms
Safai 1ms
Firefox 2ms
TOR 100ms
Apple M1 42 ns

40ns
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Reducing Timer Resolution

e e ————
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Measure this With this
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Amplification

Root Uncached

Root Cached = _
Median (C)

Median (U) l

* Amplify to a resolution of
0.1 second

Frequency (normalized)

0
220 240 260 280 300 320 340 360 380 400 420

Time in milliseconds

490
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Prime+Probe is NAND




Prime+Probe is NAND




Prime+Store: High Resolution Prime+Probe

 Amplify later
* Decouples probing from time
measurements

150 200 250
Sample Number

e Attack square-and-multiply EIGamal
with a 0.1ms clock




How Fast can we Probe?



How fast can we probe?

* Prime+Scope (CCS 2021) — 70 cycles.




Prime+Scope code

5 cycles

30 cycles

5 cycles

30 cycles
return end - start;

-

Measuring time is an order of magnitude
slower than a cache access

~
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Using Prime+Store




Return-based gates (Kaplan 2023)

}

"o 8

mov 3rdi, (3rsp) Load *out
ret

setret:




Using Prime+Store

* Prime+Store with RET-based gates: 48 cycles.

48 < 70 Yay! 48 is still

@@

very slow
evs




Timing analysis

void NOTGate (char *out, char *in) {
setret (((uintptr t) &&out) + *in);
out *= 1;

out *= 1; Instruction Count Latency (cycles)
t = *out; CALL 2 3
lfence() ; RET 9 5
out: Read from cache 1 4
' ADD . .
} LEA 1 1
Store forwarding 1 5
setret: Total -

mov %rdi, (%rsp)

ret + recovery from misprediction
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Tapped multi-probed gates

Load *in

i

return

Load *03 Load *02 Load *02
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Tapped multi-probed gates

Load *02

return
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Tapped multi-probed gates

Load *in

Load *02 Load *02

gy g

return
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(Gate operation time

100

y = 5.35x + 46.29
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25 -
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Number of scope operations in gate
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Gate resolution
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Results

* Propose techniques for handling non-uniform probing

* Demonstrate attacks on AES implementations
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Summary

Spec-0-Scope: Cache Probing at Cache Speed

 Gal Horowitz
* Eyal Ronen
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