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This Talk

• We are making a unified platform for side-channel testing
• In this talk, I will…

• …explain the key ideas behind the platform
• …brag about the cool things that we already built
• …try to convince you to build even more cool things using this platform



High-level 
Concepts



Why do we need a unified platform?

SW Testing: 
Constant-time

SW Testing: 
Speculative Leaks CPU Testing:

 Side-Channels, 
Black-box

CPU Testing:
Side Channels,

White-box

CPU Testing:
Speculative Leaks,

White-box

CPU Testing:
Speculative Leaks,

Black-box

dudect
Mona

RTFL

tlsfuzzer

Transynther

Kasper
ABSynthe

Osiris 

CheckMate  

SpeechMiner CellIFT

IntroSpectre  
RegCheck 

Spectector

SpecFuzz
KLEESPECTRE

SpecuSym

PIFG
UPEC

Deng et al.

Every tool built from scratch:
-> Limits practical adoption
-> Time wasted re-implementing primitives

… but they all test the same property!



Tested Property: Information leakage

Information leakage occurs when side-channel traces (such as execution time, cache evictions) depend on 
the secret data being processed by a program.

Given:
• program P
• pair of inputs I1 and I2

Trace(P, I) is the side-channel trace observed by the attacker when executing P with I

Information leakage occurs when:
Universal, but 

too broad!I1[public] = I2[public]   and   I1[secret] ≠ I2[secret]
and Trace(P, I1) ≠ Trace(P, I2)

Goguen et al. “Security Policies and Security Models”



Two-stage testing
(aka HW-SW Contract)

• Idea: Build a simplified model of observable HW effects (leakage model)
• The testing is split into two stages:

HW Under Test SW Under Test

Guarnieri et al. “Hardware-Software Contracts for Secure Speculation”



Speculative Leakage Model
(aka HW-SW Contract)

• Purpose: simplify and determinize SC measurements
• Takes P+I, executes them, and returns contract trace
• Records leaked data + emulates observable speculation

Plain Text Description Instructions Observation Speculation

Load Expose 
Address -

Store Expose 
Address -

Conditional
Branch -

Speculatively 
take wrong 
target

Other - -

Contract for cache-based leakage on a CPU 
with branch prediction 

Guarnieri et al. “Hardware-Software Contracts for Secure Speculation”



Example: Tracing on a Leakage Model

Instructions Observation Speculation

Load Expose 
Address -

Store Expose 
Address -

Conditional
Branch -

Speculatively 
take wrong 
target

Other - -

Program:

1. x = *a1
2. if a2 < 50:
3.     x = *a2
Input:

a1=128; a2=256

Execute Line 1

Execute Inverse Branch

Contract Trace:
[128, 256]

Exit

Checkpoint

Execute Line 3

Rollback

Execute Line 2

Record: 128

Record: 256

Oleksenko et al. “Revizor: Testing Black-Box CPUs against Speculation Contracts”



Leakage Definition, Refined

HW Testing
Does hardware expose any information not exposed by 

the model?

Given a program P and a pair of inputs (I1, I2), the 
hardware under test violates the model if:

Software Testing
Does a given program leak secrets on the model?

Given a program under test P and pair of inputs (I1, I2), the 
program has an information leak if: 

HardwareTrace(P, I1) ≠ HardwareTrace(P, I2)
and

ContractTrace(P, I1) = ContractTrace(P, I2)

I1[public] = I2[public]   and   I1[secret] ≠ I2[secret]
and

ContractTrace(P, I1) ≠ ContractTrace(P, I2)

Guarnieri et al. “Hardware-Software Contracts for Secure Speculation”



Intuition

HardwareTrace(P, I1) != HardwareTrace(P, I2)
and

ContractTrace(P, I1) == ContractTrace(P, I2)

P, I1 ContractTrace(P, I1)

P, I2 ContractTrace(P, I2)
==

Key Insight: This property avoids 
defining what is a secret, and 
instead relies on “expected leaked 
information”

P, I1

P, I2

HardwareTrace(P, I1)

HardwareTrace(P, I2)
!=

Equality means that none of the 
differences between I1 and I2 are 
exposed

Inequality means that some of the 
differences between I1 and I2 are 
exposed
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Testing Architecture: Hardware Side
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Generate Test Cases
(Test Case = Program P + set inputs I1…In)

Collect All Leaks
(i.e., collect hardware traces for each 

P-I pair)

Filter Expected Leaks
(i.e, collect contract traces and check if 
any model-equivalent input pairs have 

diverging hardware traces)

Oleksenko et al. “Revizor: Testing Black-Box CPUs against Speculation Contracts”



Testing Architecture: Software Side
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User Traditional Fuzzer to Generate Inputs

Execute SW on the Model

SW Under Test
(e.g., crypto library)

Check Traces for 
Information Leaks

[0xfaba, 0x123, 0x234]
[0xfaba, 0x345, 0x324]
[0x0100, 0x023, 0x123]

Barthe et al. “Testing side-channel security of cryptographic implementations against future microarchitectures”



Current 
Applications



* experimental implementations and on-going work

Application 1: Black-box CPU testing
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Generate Test Cases Filter Expected LeaksCollect All HW Leaks

Intel
AMD ARM*

RISC-V*

Base ISA

CPU Exceptions/
Faults

Execution Modes
(user, kernel, VM)

SIMD and Crypto*

Oleksenko et al. “Revizor: Testing Black-Box CPUs against Speculation Contracts”
Oleksenko et al. “Hide and Seek with Spectres: Efficient discovery of speculative information leaks with random testing”
Hofmann et al. “Speculation at Fault: Modeling and Testing Microarchitectural Leakage of CPU Exceptions”
Oleksenko et al. “Enter, Exit, Page Fault, Leak: Testing Isolation Boundaries for Microarchitectural Leaks” (will become public in May 2025)



Progression over Years

2020

Proof of concept
•Basic CPU features: arithmetic operations, loads/stores, 

branches
•Only Intel CPUs
•Reproduced Spectre V1, V4
•Detected a new variant of V1

2021

Full basic x86-64 and 100x speed-up
•Expanded instructions set to all basic x86-64, excluding 

system instructions
•Performance optimizations leading to 100x speed-up
•Detected two previously-unknown leaks, one completely 

undocumented

2022

Exceptions and new architectures
•Ported to AMD and ARM
•Expanded testing to faults and exceptions
•Reproduced numerous known leaks
•Detected three new speculation types, with one CVE
•Detected V1 in a pre-silicon CPU (now Cobalt)

2023-2024

Security Domain Transitions
•Testing of user-space code
•Testing of virtual machines
•Transitions between security domains 
•Testing of flushing primitives and speculation barriers
•Results: coming soon…

Effectively, tiny 
specialized OS and 

hypervisor
Detecting new 

variants already 
with the first 

implementation

novel
leak (DSS)

novel
store-to-load 

forwarding

novel
trigger for MDS, Foreshadow, 

LVI-Null

novel:
String 

Speculation

Meltdown

Foreshadow

MDS

LVI-Null

Non-
canonical 

access 
speculation

Spectre V1

novel:
Division 
Operand 

Prediction



Application 2: White-box CPU testing

011100
100101
010001
100010

011100
100101
010001
100010

011100
100101
010001
100010

011100
100101
010001
100010

011100
100101
010001
100010

011100
100101
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100010Generate Test Cases Filter Expected LeaksCollect All HW Leaks

RTL
Gem5

FPGA

Munoz et al. “Systems and methods utilizing hardware models to detect side-channel vulnerabilities in processor designs”
Fu et al. “AMuLeT: Automated Design-Time Testing of Secure Speculation Countermeasures”



Application 3: Aid in Reverse Engineering
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Random

Template
-based

Manual



Barthe et al. “Testing side-channel security of cryptographic implementations against future microarchitectures”

Application 4: Software Testing
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User Traditional Fuzzer to Generate Inputs

SW Under Test

Check Traces for 
Information Leaks

[0xfaba, 0x123, 0x234]
[0xfaba, 0x345, 0x324]
[0x0100, 0x023, 0x123]

Future 
MicroarchitecturesCrypto

Routines

Execute SW on the Model



Collaboration Opportunities?

• Want to try using Revizor? - Let us know!
• It’s an open-source project: https://github.com/microsoft/sca-fuzzer
• Having trouble? We can arrange a meeting to walk you through

• Want to add new module/expand an existing one? – We are happy to help!
• PRs a very welcome too

• Any ideas for interesting/unusual applications of the platform?

https://github.com/microsoft/sca-fuzzer


Revizor

oleksii.oleksenko@microsoft.com                       @oleksii-o.bsky.social

Want an extended demo?
Or a quick tutorial? 

 Just ask 

https://github.com/microsoft/sca-fuzzer

https://microsoft.github.io/sca-fuzzer/

mailto:oleksii.oleksenko@microsoft.com
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory
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Measurement Process
011100
100101
010001
100010

Test Case
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Inputs

Execution Environment (Kernel Module)

Memory

1. Create Sandboxes



Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

2. Parse test case 
and copy code for 
each fragment
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

3. Configure Page 
Tables and 
Permissions
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

4. Configure EPT 
and Guest Page 
Tables, for VM actors
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

5. Preserve CPU 
state

011100
100101
010001
100010

011100
100101
010001
100010

011100
100101
010001
100010

011100
100101
010001
100010

EPTE

EPTE

PTE

PTE

PTE

PTE

PTE

PTE



Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

6. Enable tested 
CPU features
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

7. Configure custom 
fault handling
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

8. For user-space 
actors, set up system 
enter/exit
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

9. For VM actors, 
configure VMCS and 
VMX features
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

10. Disable 
interrupts/monitor 
SMI 
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

11. Load input 1
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

11. Reset uarch state
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

12. Execute test case
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Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

13. Read changes
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Hardware Trace 1:
Evicted CL #1, 
Evicted CL #2

 



Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

14. Repeat for each 
input
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Hardware Trace 2:
Evicted CL #1, 
Evicted CL #4

 

Hardware Trace 1:
Evicted CL #1, 
Evicted CL #2

 

...

 



Measurement Process

Test Case

Inputs

Execution Environment (Kernel Module)

Memory

15. Restore CPU 
state and return to 
Linux
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Hardware Trace 2:
Evicted CL #1, 
Evicted CL #4

 

Hardware Trace 1:
Evicted CL #1, 
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...

 



Collect Traces Filter Expected Leaks
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Generate Test CasesCreate Template

….

…



Can a VM leak 
information 

from 
Hypervisor?

Hypervisor VM

VM
ENTER

RANDOM
CODE

RANDOM
CODE

VM
EXIT

tr
ac
e



Hypervisor VM

VM
ENTER

RANDOM
CODE

RANDOM
CODE

VM
EXIT

tr
ac
e

Can a VM leak 
information 

from 
Hypervisor?



Hypervisor VM

VM
ENTER

RANDOM
CODE

RANDOM
CODE

VM
EXIT

tr
ac
e

Test Case
Generator

.section .hypervisor

.start:
add sil, -77 
bswap eax 
cmovnl di, bx 
and rdi, 0b1111111111111
cmovnz rsi, qword ptr [r14 + rdi] 
and rax, 0b1111111111111
adc byte ptr [r14 + rax], 66 
…

.macro.vm_enter: 
.end: 

# test case exit

.section .vm

.vm_start: 
.macro.measurement_start: 
and rsi, 0b1111111111111
setp byte ptr [r14 + rsi] 
and rcx, 0b1111111111000 
lock xor qword ptr [r14 + rcx], rdx 
bswap rbx 
movsx ecx, al 
and rdi, 0b1111111111111 
nop dword ptr [r14 + rdi] 
xchg di, ax
…
.macro.measurement_end: 

.macro.vm_exit: 
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.section .hypervisor

.start:
add sil, -77 
bswap eax 
cmovnl di, bx 
and rdi, 0b1111111111111
cmovnz rsi, qword ptr [r14 + rdi] 
and rax, 0b1111111111111
adc byte ptr [r14 + rax], 66 
…

.macro.vm_enter: 
.end: 

# test case exit

.section .vm

.vm_start: 
.macro.measurement_start: 
and rsi, 0b1111111111111
setp byte ptr [r14 + rsi] 
and rcx, 0b1111111111000 
lock xor qword ptr [r14 + rcx], rdx 
bswap rbx 
movsx ecx, al 
and rdi, 0b1111111111111 
nop dword ptr [r14 + rdi] 
xchg di, ax
…
.macro.measurement_end: 

.macro.vm_exit: 
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010001
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Hypervisor VM

VM
ENTER

RANDOM
CODE

RANDOM
CODE

VM
EXIT

tr
ac
e

Test Case
Generator



.section .hypervisor

.start:
add sil, -77 
bswap eax 
cmovnl di, bx 
and rdi, 0b1111111111111
cmovnz rsi, qword ptr [r14 + rdi] 
and rax, 0b1111111111111
adc byte ptr [r14 + rax], 66 
…

.macro.vm_enter: 
.end: 

# test case exit

.section .vm

.vm_start: 
.macro.measurement_start: 
and rsi, 0b1111111111111
setp byte ptr [r14 + rsi] 
and rcx, 0b1111111111000 
lock xor qword ptr [r14 + rcx], rdx 
bswap rbx 
movsx ecx, al 
and rdi, 0b1111111111111 
nop dword ptr [r14 + rdi] 
xchg di, ax
…
.macro.measurement_end: 

.macro.vm_exit: 
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Machine Under Test

Host Memory

add sil, -77 
bswap eax
…

Hy
pe

rv
is

or
 

Co
de

and rsi, 0b1111111111111
setp byte ptr [r14 + rsi] 
and rcx, 0b1111111111000 
…

VM
 

Co
de

011100011100
100101100101
010001100010
011100011100
100101100101
010001100010Hy

pe
rv
is

or
 

Da
ta

110001100010
011100011100
100101100101
010001100010
011100011100
100101100101VM

 
Da

ta



Filter Expected LeaksGenerate Test CasesCreate Template

….

…

Collect Traces
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Machine Under Test

Host Memory

add sil, -77 
bswap eax
…

Hy
pe

rv
is

or
 

Co
de

and rsi, 0b1111111111111
setp byte ptr [r14 + rsi] 
and rcx, 0b1111111111000 
…

VM
 

Co
de

011100011100
100101100101
010001100010
011100011100
100101100101
010001100010Hy

pe
rv
is

or
 

Da
ta

110001100010
011100011100
100101100101
010001100010
011100011100
100101100101VM

 
Da

ta

Executor

1. Lock Core
2. Store Core State
3. Create VM
4. Configure Core
5. Jump to Start
6. Restore Core State

Original CPU State

VM Controls & Page Tables

Guest Memory

and rsi, 0b1111111111111
setp byte ptr [r14 + rsi] 
and rcx, 0b1111111111000 
…

110001100010
011100011100
100101100101
010001100010
011100011100
100101100101

Cache Set 0 Accessed
Cache Set 4 Accessed
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Generate Test CasesCreate Template

….

…

Collect Traces Filter Expected Leaks



Hypervisor:
  *p1 = a
VM:
  x = *p2 
  end_measurement()

Non-interferenceAttacker’s data is public; victim’s data is private

VM:
  start_measurement()



Input 1
HV: p1 = 0x10000;
    a = 0x100
VM: p2 = 0x10040;

Hypervisor:
  *p1 = a
VM:
  x = *p2 
  end_measurement()

Input 2
HV: p1 = 0x10000; 
    a = 0x100
VM: p2 = 0xfffff;

Non-interference
Attacker’s data is public; victim’s data is private

Set 0 Accessed
Set 1 Accessed

Set 0 Accessed
Set 63 Accessed

VM:
  start_measurement()

Traces expose public data 
 ignore



Input 1
HV: p1 = 0x10000;
    a = 0x100
VM: p2 = 0x10040;

Hypervisor:
  *p1 = a
VM:
  x = *p2 
  end_measurement()

Input 2
HV: p1 = 0x10000; 
    a = 0x100
VM: p2 = 0xfffff;

Non-interference
Input 3
HV: p1 = 0xff040; 
    a = 0x100
VM: p2 = 0x10040;

Set 0 Accessed
Set 1 Accessed

Set 0 Accessed
Set 63 Accessed

Set 1 Accessed
Set 1 Accessed

VM:
  start_measurement() Traces expose private data 

 report



Hypervisor:
  *p1 = a
VM:
  x = *p2 
  end_measurement()

Contract-based Non-interference
Attacker’s data is public + victim’s addresses are public;

The rest of victim’s data is private

VM:
  start_measurement()



Input 1
HV: p1 = 0x10000;
    a = 0x100
VM: p2 = 0x10040;

Hypervisor:
  *p1 = a
VM:
  x = *p2 
  end_measurement()

Contract-based Non-interference

Input 2
HV: p1 = 0xff040; 
    a = 0x100
VM: p2 = 0x10040;

Set 0 Accessed
Set 1 Accessed

Set 1 Accessed
Set 1 Accessed

VM:
  start_measurement()

Traces expose public data 
 ignore



Input 1
HV: p1 = 0x10000;
    a = 0x100
VM: p2 = 0x10040;

Hypervisor:
  *p1 = a
VM:
  x = *p2 
  end_measurement()

Contract-based Non-interference

Input 2
HV: p1 = 0xff040; 
    a = 0x100
VM: p2 = 0x10040;

Set 0 Accessed
Set 1 Accessed

Set 1 Accessed
Set 1 Accessed

VM:
  start_measurement()

Input 3
HV: p1 = 0x10000;
    a = 0x200
VM: p2 = 0x10040;

Set 0 Accessed
Set 2 Accessed

Traces expose private data 
 report
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