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Efficient and Scalable 
Fuzzing of Complex 
Software Systems
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Coverage-Guided Fuzzing 
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Findings Bugs

I wrote a vulnerability
scanner that abstracts
all the predicates in a 
binary, traverses the
callgraph and generates
formulas to run them
with an SMT solver.

       I found 1 vuln in
       3 days with this tool.

 He wrote a dumb ass
 fuzzer and found 5 
 vulns in 1 day.

    Good thing I’m not 
    a n00b like that guy.
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500 execs/sec = 43M execs/day
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Fuzzing Super Mario

7Aschermann et al.: “IJON: Exploring Deep State Spaces via Fuzzing", IEEE S&P'20
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Browser Fuzzing
Efficient and effective testing of 
modern browsers



Fuzz Testing Browsers

• Initial release in 2008 
• 30+ million LoC 
• Wild mix of languages
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Fuzz Testing WebGPU

Bernhard et al.: "DarthShader: Fuzzing WebGPU Shader Translators & Compilers", ACM CCS'24 10

WebGPU 
• High-performance, low-level 

access to GPU for web apps 
• Intended as successor of 

WebGL 

Shader program 
• Set of instructions executed 

on the GPU to perform 
rendering tasks 

• Examples: computing color, 
lighting, and texture of pixels 
or ML



Fuzz Testing WebGPU II

Bernhard et al.: "DarthShader: Fuzzing WebGPU Shader Translators & Compilers", ACM CCS'24 11
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Fuzz Testing WebGPU IV
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Fuzz Testing WebGPU IV

Bernhard et al.: "DarthShader: Fuzzing WebGPU Shader Translators & Compilers", ACM CCS'24 13



Nyx
Framework for effective fuzzing 
of complex systems
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https://github.com/RUB-SysSec/


Overview

user
space

user
space

kernel

user
space

kernelkernel

Nyx (USENIX’21) + Nyx-Net (EuroSys’22)

Intel PT (Processor Trace)h
tt

p
s:

//g
it

h
u

b
.c

om
/R

U
B

-S
ys

Se
c/

15Güler et al.: "Atropos: Effective Fuzzing of Web Applications for Server-Side Vulnerabilities", USENIX Security'24

https://github.com/RUB-SysSec/


Snapshot-based Fuzzing 
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Fuzztruction(-Net)
Towards protocol-agnostic 
fuzzing methods

19



• Pairs of programs encode domain knowledge about given protocol 

− Generator generates content (e.g., generate PDF file or encrypted message) 

− Consumer processes content (e.g., display PDF file or decrypt encrypted 
message)

• Same principle applies to network services 

− One peer ("client") can generate and send requests 

− One peer ("server") can receive and process requests 

− Roles can also be switched (i.e., client needs to process server response)

• How can we efficiently test such programs without domain knowledge?

• Basic insight: we can use one of generator or one of the peers for input 
generation

Key Idea: Generator vs. Consumer 

20

Bars et al.: “Fuzztruction: Using Fault Injection-based Fuzzing to Leverage Implicit Domain Knowledge”, USENIX Security’23 
Bars et al.: "No Peer, no Cry: Network Application Fuzzing via Fault Injection", ACM CCS'24



• Key idea: inject faults into generator to generate semi-valid inputs 

− Randomly flipping instruction bits in generator would not affect output  
and—even worse—lead to crashes 

− Compile-time analysis to identify operations on data and filter out crashing 
operations 

− Analyze data-flow dependencies to avoid redundant mutations 

• Instrument generator and JIT-compile both tracing and mutation mechanisms

Overview
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• Loosely Structured Formats (objdump, readelf) 

• Complex Formats (pngtopng, unzip, 7zip, and pdftotext) 

• Cryptographic Formats (OpenSSL’s dsa and rsa, and Mozilla NSS’ vfychain)

Results: Fuzztruction 
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Results: Fuzztruction-Net
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Results: Fuzztruction-Net
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Summary & 
Outlook
Next steps and open challenges



Fuzzing Works Well in Practice 
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• Better oracles to find and detect “interesting” behavior 

− Beyond memory safety - what can we do instead of waiting for crashes? 

− Can we identify logical bugs? How to guide programs to such states? 

− Using software to guide hardware testing (via differential testing)

• Machine learning to the rescue? 

− Can we reuse knowledge from previous fuzzing campaigns? 

− Can we use LLMs to generate interesting inputs? 

− Random restarts seem to help (see our paper at FUZZING’23), but we do 
not yet understand why

• How to handle all the bugs founds? 

− Automated root cause analysis (via LLMs?) 

− Automated patching of found vulnerabilities (via LLMs?)

Open Challenges 
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Summary
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